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Pa3paboTka moayiasi ¢ OAuth aBTopu3anuen

1. Onpenenenus.

Mopgyb - 3T0 KOMIIOHEHT, KOTOPHIM IT03BOJISET BaM KOHTPOJIMPOBaTL OOUH TUII 060PyoOBaHUS II0 €T0
yHuKansHOMy ID. Monynb paconoxeH B 0071aYHOM XpaHUJIUIIE.

OAuth — OTKpDHITHY IPOTOKOJI aBTOPU3AINY, KOTOPHIM ITO3BOJISIET MMPEIOCTABUTh TPETHEN CTOPOHE
OTpaHMYeHHHIN IOCTYII K 3alllAIIeHHKIM PecypcaM I0/1b30BaTesisd 6e3 He0OXOMUMOCTH IlepefaBaTh e
(TpeTbey CTOPOHE) JIOTUH U IIapOJib.

2. BaxHo!!!

OAuth aBTOpU3aIus HyKHa YTOOH faTh IIPUIOKEHUSIM AOCTYI K Balllel yuyeTHoi 3anucu . OAuth
aBTopu3anus paboTaeT TOJIBKO Ha YCTPOMCTBAX C ollepalmoHHEIMU cucTeMaMmu android u iOS, aTo
3HAQYUT YTO MMPOBEPUTH PaboTOCIIOCOOHOCTH Baliero Moayss Ha Windows HeBo3MoxkHO. Pa3paboTka
Mopnyns ajis android 1 i0OS HeMHOTO OTIMYaeTcs.

3. ®yHKIIUHA U COOBITHSA

3.1. dynkuun

s OTKpHITUS (HOPMBI @BTOPU3AIY HYKHO OTKPHITH Opay3ep AJig 3TOr0 UCIIONIb3yeM 3Ty GYHKIHIO:
IR.OpenBrowser(url);

BxogueiM mapameTrpoM sBnsgetcs URL HeoOxoguMoi (opME

YroOHI 3aKpHTH GopMy U Gpay3ep HykKHO Bocob3oBaThes GyHkimer IR.CloseBrowser();

3.2. CoObITHE OTKPBITHSI CTPAHHUIIBI

[Tpu oTkpeITUY CTPaHULE cpabaTeiBaeT cobbiTie IR.EVENT BROWSER PAGE STARTED
9710 coOriTHE cpabaTHIBAeT U KOTHa Bbl OTKPHIBAETE CTPAHUILY U KOTfla TePeXOauTe M0 CChIIKaM
Hamumiem cnymartenb KOTOPLIH [1s TpuMepa OyAeT 3aKphIBaTh CTPAHUILY KOTfla OHa OTKPHIIACh
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IR.AddListener (IR.EVENT BROWSER PAGE STARTED, 0, function(url) {
IR.CloseBrowser();

});

BAXKHO!!! gns i0SHYkHO mpoay0nupoBaTh CIyIIaTeNlb C COOLITHEM

EVENT BROWSER PAGE FINISHED

LennMkKoM 370 OyneT BbIrNageTb Tak:

IR.AddListener (IR.EVENT BROWSER PAGE STARTED, 0, function(url) {
IR.CloseBrowser();

});

IR.AddListener(IR.EVENT BROWSER PAGE FINISHED, 0, function(url) {
IR.CloseBrowser();

});
4. GMAIL OAUTH

g npuMepa pa3bepem aBropusamuio yepe3 OAuth Ha Gmail. Hamem npumep Oymet ans i0OS [ns
Havalla Co3fafiuM 0OBEKT U 3allUIlEeM BXOHbIE TTapaMeTphl
GMAIL = {};

GMAIL.OAUTH TOKEN URL = "/auth/oauth2/token";

GMAIL.CLIENT ID = "tk [[Bamu niepCcOHaIbHEIE JaHHbIe

GMAIL.CLIENT SECRET = "#k¥#kx". [/Bamu riepcoHaIbHEIE TaHHEIE

GMAIL.SCOPES =
"https://mail.google.com+https://www.googleapis.com/auth/gmail.modify+https://www.googleapis.co
m/auth/gmail.readonly";

GMAIL.REDIRECT URI = "http://localhost";

GMAIL.googleApi = IR.CreateDevice(IR.DEVICE CUSTOM HTTP TCP, "GoogleApi",
"www.googleapis.com", 443, "", "", true);

GMAIL.moduleID = ModulelD;

GMAIL.token = ;

GMAIL.email = ;

Tak xKe co3maguM 00BbEKT OTBEYAIOIINM 3a aBTOPU3AIINI0

GMAIL.oAuth = {};

Hanee HamuieM QyHKIUIO IMOTyYeHUS HOCTyMa. s 3Toro oTkpoeM Opay3ep ¢ HyxKHbHM URL u
IIOATIMUIIEMCS HA €T0 OTKPBITHE:

GMAIL.oAuth.getToken = function(in callback) {

IR.Log("OPEN BROWSER");

IR.OpenBrowser(

"https://accounts.google.com/o/oauth2/auth?" +

"&redirect uri=" + GMAIL.REDIRECT URI +

"&response type=code" +

"&client id=" + GMAIL.CLIENT ID +

"&scope=" + GMAIL.SCOPES

);

IR.AddListener(IR.EVENT BROWSER PAGE STARTED, 0, function(url) {

//Bblpe3aeM KOO noJiydeHHOoro url, Yy Opyrux cepsucos fOJInHHa MOXET OTJZIN4HATbLCA


https://mail.google.com+https://www.googleapis.com/auth/gmail.modify+https://www.googleapis.com/auth/gmail.readonly
https://mail.google.com+https://www.googleapis.com/auth/gmail.modify+https://www.googleapis.com/auth/gmail.readonly
https://accounts.google.com/o/oauth2/auth

var idx = url.indexOf("localhost/?code=");
if (idx >=0) {

var code = url.substr(idx + 16);
IR.CloseBrowser();

GMAIL.oAuth.SendTokenRequest(code, in_callback);

}

};
IR.AddListener(IR.EVENT BROWSER PAGE FINISHED, 0, function(url) {

var idx = url.indexOf("localhost/?code=");
if idx >=0) {

var code = url.substr(idx + 16);
IR.CloseBrowser();

GMAIL.oAuth.SendTokenRequest(code, in_callback);

}

b

b

Hamra ¢pynknus Bei3eiBaeT GMAIL.oAuth.SendTokenRequest(in code, in_ callback) - aTo
GbyHKIMS 3anpalruBaeT TOKeH 1 06pabaThiBaeT ero, y He€ IBa BXOOHBIX IlapaMeTpa:

in _code {string} - Kox monyueHHEIN U3 Opay3epa

in callback {function} - Kon6ex-pyuKIusa

BoT Tak oHa BHITJISIOUT:

GMAIL.oAuth.sendTokenRequest = function(in code, in callback) {
GMAIL.googleApi.SendEx({

Type: "GET",

Url: GMAIL.OAUTH TOKEN URL + "?client id=" + GMAIL.CLIENT ID +

"&client secret=" + GMAIL.CLIENT SECRET +

"&grant type=authorization code&code=" + in_ code,

Headers: {

“Content-length": "0"

b

cbReceiveText: function(text, code, headers) {

var resp = JSON.Parse(text);

GMAIL.token = "Bearer " + resp.access token;
IR.SetVariable("Global.gmail token" + GMAIL.moduleID) = resp.access token;
IR.SetVariable("Global.gmail refresh token" + GMAIL.modulelD) =
resp.refresh token;

var date = new Date();

IR.SetVariable("Global.gmail time" + GMAIL.moduleID) = date.getTime() +
resp.expires in - 10;

in_callback();

}

b

b

[Tonmy4yeHbIll TOKEH MOXKET CTaTh He NeHCTBUTEIbHEIM, 3HAUUT HaM HYKHO IIPOBEPATH €T0 U
OOHOBJIAATH €CNIU OH He [eUCTBUTEJIEH, HalUIleM QyHKIUIO:
GMAIL.oAuth.checkAndRefreshToken = function(in callback) {

var date = new Date();

if (IR.GetVariable("Global.gmail time" + GMAIL.moduleID) > date.getTime()) {



if (in_callback) {

in callback();

I

} else if (IR.GetVariable("Global.gmail refresh token" + GMAIL.moduleID) !=
0) {

GMAIL.googleApi.SendEx({

Type: "POST",

Url: GMAIL.OAUTH TOKEN URL,

Headers: {

"Content-Type": "application/x-www-form-urlencoded"
b

cbReceiveText: function(text, code, headers) {

var resp = JSON.Parse(text);

GMAIL.token = "Bearer " + resp.access token;
IR.SetVariable("Global.gmail token" + GMAIL.moduleID, resp.access token);
IR.SetVariable("Global.gmail refresh token" + GMAIL.modulelD,
resp.refresh token);

var date = new Date();

IR.SetVariable("Global.gmail time" + GMAIL.moduleID, date.getTime() +
resp.expires in - 10);

if (in_callback) {

in_callback();

b

b

Data: [ "&client id=" + GMAIL.CLIENT ID +

"&client secret=" + GMAIL.CLIENT SECRET +

"&grant type=authorization code" +

"&refresh token=" + IR.GetVariable("Global.gmail refresh token")

]

b;

} else {

GMAIL.oAuth.GetToken(in_callback);

b

b

IR.SetInterval(15000, function() {

GMAIL.oAuth.checkAndRefreshToken(in callback);

b;

MkI pa3oOpanu aBTopu3aluio yepe3 OAuth Ha Gmail Ha i0OS. M0XHO JOIOIHUT HECKOIBKUMHU
byskuaMy TakuMu Kak otanpaBka GET 3ampoca, ornpaBka POST 3ampoca, nonyyeHue KOIudecTBa
HEIPOYUTAHHBIX ITHUCEM.



